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EXECUTIVESUMMARY

Although twao-thirds of Malawians lack formal financial services, the National Identity (BARjthat

was issued to most adults in 2018 establishes a good foundation for rapidly increasing access. With
regulatory commitment to its use and further investment to enablectronic knowyour-customer
(e-KYQ), the NID has the potential to enable eas@@tess not just to payments but also to savings,

credit, insurance, and investment products, especially for marginalized segments of the population.

The first step of registering and issuing the identification has largely been accomplished. At the time
of this study in July 2018, approximately 9.2 million Malawitirag are16 years of age and over had
been registered for an NID and 8.6 million NID cards had already been issued. In other words, over 98
percentof the adult population had been registered awder 93percentof the registered adult

population hal been issued NID cards.

Thefacing side of the\ID cardcontains traditional information such as name, gender, date of birth,
unique ID number, nationality, fingerprint image, facial image, signature image, the date of issuance,
and the expiry date. It also qualifies as a digital ID because it contdnsck Response@R) code

and a machingeadable zone so the information can be extractel@éctronicallyusing scanners.
Furthermore, the NIzardis asmarte-ID, whichisan advancedorm of adigital ID. It has a machine
readable chip that contains two fingprints captured duringenrolment and a digital photo (in
addition to all the traditional information). Importantly, the chiganhold additional information for
other use cases as needs arise. A card reader is needed to extract data from the chip easygtéeod

keys.

Benefits of Digital IDs

The NID is a particularly exciting innovation in Malawi given the difficulty stakeholders report in

undertakingdue diligenceg({CDD)know-your-customer(KYC§ processesWhile some banks rely on

1 For the purposes of this documeng;KYC is defined as customer identification and verification process
wherein demographic data including the photograph of the customer is made available digitally to the
requesting entity (financial service provider) subsequent to successful authentication.

2CDDI/KYC is the process of identification and verification of individuals and businesses undertaking financial
transactions, including ongoing customer due diligence and monitoring of transactions, in order to detect
transactions that may involve illicitnancial activities, such as money laundering or the financing of terrorism.




passports or drivers licenses to establish identity, others will accept a voter ID or a letter from the
local chief. Financial service providers (FSPs) have discretion in establishing what documents suffice
for KYC and whether or not to deploy a tiered apach. The diversity in KYC processes is partly
driven by thefact that for a long time there was no universakligld identity document and FSPsave
beenallowed tousediscretionas towhat documents to accept for KYC purposes through abaked
approach.These challenges leave banks vulnerable to fraud as well as to individuals who use different
forms of identification at different banks (without ever triggering alerts at the credit bureau). In this
environment, the NIDs a great improvement as @anbe easily verifiable anéach individual can be

identifiable using aunique nunfber.

In addition to alleviating pressure in customer due diligence, experience around the world has shown
that digital IDs can help extend financial inclusion in other wags.dxample, digital IDs cahnelp

create a robust antmoney laundering and framework and credit bureau infrastructure without
sacrificing inclusion since individuals are uniquely identifiable and traceable. Furthermore, digital IDs
can be used for tokenlaesransactiors as they have been used in India, where millions of people can
conduct bank transactions with just their ID and a fingerprint scan. Finally, digital IDs can be used as
a vehicle for cash transfer programs, increasing accuracy and speed anehdimg costs. Overall,
digital IDs can decrease costs and risk for banks, thereby enainlimyation for enablinggreater

financial inclusion.

Expanding the Benefits of NID

However, to accrue the full range of these benefits there needs to be regylatdion to promote

its use, as well as further investment K& C.

Since customers may still apply for financial services using older forms of identification, banks are
unable to take full advantage of the cost and transparency benefits of a digit&dier than turn
away customers, banks continue to accept older forms of ID so their fundamental cost and risk

structures remain unchanged. TlReserve Bank of MalawRBM) should declare the NID the primary

National authorities increasingly recognize that appropriate and proportionate CDD systems are an important
factor in staving off deisking trends




and mandatory identification document for use the financial sector. This will also help ensure that

the remaining adultareregistered and issued an Niard

Furthermore, as is already taking place with d¥&&R the National Registration BureasupportsFSPs
to implement offline eKYC until it isable to offer direct integration withits database to enable
instant, online verification of NIDs {€YC). This would lower the cost of onboarding customers and

allow for faster, more accurate KYC.

Promoting eKYC is especially important for driving finaalcinclusionasit would support remote
account openings and even empower agents to execute KYC. Furthermore, it would allow many
marginalized people who do not currently meet KYC requirements to access formal financial services.
In addition, it would lower outreach costdy supporting eneto-end provision of products and

services digitallythereby facilitating access in underserved areas.

Barriers

Banks will need to invest in digital card readersda€¢Y C togain wider acceptancé/Nhile some FSPs
havealready started this process, for others the business case-KYE€ is not yet clear. Some others
felt that physical verification was sufficient for the level of risk they face. Without a mandate from

the RBM, eKYC is unlikely to gather traction.

Consigent phone or internet connectivitg as well as high costs of connectivigyare still major
challenges in Malawi. In fact, 24 NID enrolmesgntres are not yet connected to the central
database. Given these barriers, some FSPs will need to rely oneddfiernatives. In these cases, a

Oi AOGAE inddel Whiiah dolves using a card reader with a biometric finger scanner as

explained in Box 2night be a better solution than an online database verification.

Recommendations

We outline a series of sherand mediumterm recommendations tchelp achievethe promise of
digital IDs. In addition, we suggeBinMark Trust EMT) supports apilot project using an offline e
KYC method for opening accounise., using card readers t@rxify and extract KYC information from
the NID card.Such a pilot would establish evidence for how proesssnd cost will change on

deployment of eKYC.

1 Immediately:

o0 RBM should mandate that the NID be the primary ID used for all financial accounts




o RBM&ET O A AAPIT U A OEAOAA ADPDPOI AAfranci&l O AOO/
accounts
o0 RBM should issue regulation to standardize and simplify the process for opening a
basic bank account to a ongage form with simple demographic details
o National Registation Bureau NRB) should issue a roadmap féinancial service
providersas they integrate the NID
1 Shortterm (Eneyean):
o RBM should mandate that all regulated entities link existing financial accounts with
the NID
o Credit bureau regulations should be midd to include NID as the primary
identifier
0 RBM should issue regulations for offlindk& C(match on cardnodel)
1 Mediumterm (two years):

o0 RBM should issue regulation for onlinék&/C (integration with NRB database)

1. BACKGROUND OF THE STOY

The World" AT B4&DOProgrammeestimates that 375 million adults in developing countras
excludedfrom formal financial servicesThis is onaccount of unavailability of a suitable proof of
identity as petknow your custome(KYC) requirementdD4D 2016)This gap can onlye bridgedoy
the developmentof a trusted identity systenthat issuedDs to the excluded with the end objective
of further expanding financidanclusion. Furthermore, identities in digital form can potentially create
efficiencies necessary for scaling financial serngoavisionto the underbankedWorld Economic
Forum 2016)

FinMarkTrust commissioned feasibility assessments in Malawi and Lesotho to determine whether a
digital financial ID could advance domestic financial inclusion in the two countries. Malawi was
selected due to the advanced nature of its nationdDewhich had jusbeen rolled out. In addition,
Malawi had already initiated project plans for implementingK¥C in its financial sector which
presented an opportunity for collaboration and providing technical expertise in their project. Lesotho
was also selected due the advanced and established nature of its national ID scheme. In addition,
since it forms part of the Common Monetary Area with South Africa, it could play an important role
in a potential crosorder pilot using digital IDs particularly in the sharedirgances corridor which

is robust.



http://www.worldbank.org/en/programs/id4d

The feasibility assessment aimed to provide recommendationsheuse cases of domestic financial

inclusionthe digital financial Izould advance and on implemeation ofa digital financial ID pilot.

This report is ne of two. This one focusses on findings from Lesotho while the other focusses on

findings from Malawi.

Malawi Digital Financial ID Feasibility Assessment




2. DEFINITION ANDEXAMPLES ODIGITALFINANCIALID

This section provides a quick summary of the core terms used within domain of identityréaier

detail, seea preceding report by FinMark Trystandscaping a Digital Financial Identity for SADC

Identity is a collection of unique attributes that uniquely identify an individual or legal entity.
Capturing and storing such attributes in an electronic format (in physical or virtual storage systems
such as a server, a chip or a machieadable form ke a barcode) leads to a digital ID. A digital ID is
then usableto providei T A6 O EAAT OEOU OEOI OCE Al AAOOTTEA 1 AA
imperative that a digital 10s differentiatedfrom afinancial IDasnot alldigital IDs can be relied on

by the financial sector. A financial ID is one that is accepted and reliedfomabgial service providers
(FSPs) to establish relationships with their customers. Whether an FSP trusts and accepts an ID as
being adequatds often guidedby requirementsset out byanti-money laundering and countering
financing of terrorism{AML-CFT) regulations and the perceived risk of relying on the ID. With regards

to the latter, financial transactions tend to requiregaeat degree of certainty in the identification
process (high level of assuranggyen the higtrisksborneby parties in the financial sectéFinMark

Trust, 2018)

Two examples ofiigital financia) $ O ET Al OAA . ECAOEAS6 O " AT E 6AOEZEEA.
BankID asshown infigure 1 (8eAnnexurel:2 AOE A x ET @VN dand3 A AR &R ID for

more details pertaining to the two schemgs

3BFA, 2018. Landscaping &ial financial identity for SADC. [Online]
Available at: http://www.finmark.org.za/wpcontent/uploads/2018/02/FMDigital-ID-landscapereport.pdf
[Accessed August 2018].



http://www.finmark.org.za/wp-content/uploads/2018/02/FMT-Digital-ID-landscape-report.pdf
http://www.finmark.org.za/wp-content/uploads/2018/02/FMT-Digital-ID-landscape-report.pdf

Figure1: Comparison ofNigeria's BVN and Sweden's Bank ID

Nigeria's
Bank Verification
Number

7
BVN system is a centralized biometric identifi-
cation system launched in 2014 by the Central
Bank of Nigeria in partnership with all banks in
Nigeria. A unique 11-digit BVN is issued to bank
customers at the time of enrollment and is
accepted across all banks in Nigeria. The purpose
is to provide an industry accepted, uniform, and
unique identification for bank customers to
reduce identity theft and related fraud by
screening against blacklists. (csn, 2017)

Enrollment involves submission of acceptable
supporting documents and capturing all ten
(10) fingers and facial image which are stored in
a central database hosted by NIBSS - Nigeria
Inter-Bank Settlement System. The biometric
features are matched against information in the

central database for authentication. (can, 2018)

32 million unique enrollments in 2017. It is
increasingly being accepted by the wider financial
sector, such as insurance, telcos, etc., as a reliable

identification credential. (Shonubi, 2017)

The cost of about NGN8 billion was shared
between the central bank and banks. Since its
launch, fraud losses have decreased from several
billions of Nigerian Naira to about NGN 200
million. The government has also saved over
NGNS billion a month because of elimination of
accounts owned by ghost workers. Several states
are also using the BVN to eliminate ghost
workers resulting in benefits that outweigh the

initial investment  (Shonubi, 2017)

Source(BFA, 2018)
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i Sweden’s
Bank ID

Although Sweden had an established unique
identifier in the Swedish Social Security number,
11 banks came together in 2003 to launch the
Bank 1D to enable Swedish natural persons,
legal entities and government agencies to be
able to prove their identities online as well as
sign contracts. (BankiD.com (a), 2018)

The BanklD is issued in three forms: mobile
BankID which is an smartphone or tablet app
that requires one to authenticate their identity
using a PIN, fingerprint or face recognition;
BankID on file which is a downloadable e-iden-
tification computer software that requires a PIN
for identity authentication; and BanklID on card
which is a smart card (chip card) that requires to
be inserted into a card reader for identity
authentication. (E-legitimationsnamnden, 2018)

7.5 million people use the BanklD to access a
variety of private and public services (BankiD.com (b),
2018). The BankID initially started as a functional
ID that was solely used for authentication and
transaction within the banking sector. Later, it
then grew into a foundational 1D used for the
same purposes in the public sector, and then
became national ID in 2011 after passage of a
law under an e-identification board. (Porteous, 2017)




3. DIGITALID AND LINKS TOFINANCIALINCLUSION

Digital ID is a critical enabler for financial inclusion. The ID canihetpasefinancial deepening in
any country by improving access to payments, savings, credit, insurance, and investment products in

the following ways:

1 Reducel costof customerdue diligencg CDD)

Digital ID has the potential to reduce customer onboarding costs to the extent pe8fent making
customer acquisition a more viable business proposition for the financial services providers. For
example, in India, which Isaa near universabiometric-based ID (termed Aadhaar), it has been
estimated by GSMA that the Aadha&nabled electronicknow-your-customer (e-KYC) platform
reduces costof CDD/ KnowYour-Customer (KYC)processedrom INR40 (US$0.60) per customer

to INR5 (US$0.07This significantlfowers the overall cost of customer acquisiti@@SMA, 2016)In

other geographies, the cost of customer onboarding is in the range of US$8, which is a
disincentive for the FSPs to offer products such as minsarance or micranvestment products for
low-income customers. Loveost customer due diligence enabled by digital ID makes it possible to

offer sachetsized products to suit lovincome consumers.

1 Robustanti-money launderingramework

In addition to lowering costs for the providers, a digital ID has the potential to improveariie
money launderingAML) compliance in a country as the digital ID would be a unique identifier across
the financialsector. In cases of any fraud, the identification of fraudsters would be much easier as

individuals would be uniquely identifiable and traceabléhis could enable a more robust AML

4 For the purposes of this documerg;KYC is defined aa customer identification and verification process
wherein demographic data including the photograph of the customer is made available digitally to the
requesting entity (financial service provider) subsequent to successful authentication.

5CDD/ KYC is thprocess of identification and verification of individuals and businesses undertaking financial
transactions, including ongoing customer due diligence and monitoring of transactions, in order to detect
transactions that may involve illicit financial actiis, such as money laundering or the financing of terrorism.
National authorities increasingly recognize that appropriate and proportionate CDD systems are an important

factor in staving off deisking trends.




framework in the country without leading to exclusion. A foundatiomaiversal ID would be the right

balance between robust AML and universal inclusion.

I Transactions that areleaper, easier, and deisked

In addition to onetime customer onboarding, a digital ID has the potential to be used as a factor of
authentication ty the FSPseven replacing transaction token$or example, instead of issuing
magnetic stripe ihagstripe) or chip-based cardswhich are expensive for the providgfSPs can
leveragethe authentication services of a digital ID. For example, millions ofppein Indiaconduct
transacionsthrough their bank accourg by using just their ID number (Aadhaar) and fingerprints/
iris at an agent locationThis has helped banks in India to save millions of doiltacardissuance,
token management (réssuance 6lost or mutilated and cardshand pin management. From the
consumer perspective, it has also empowered illiterate populations to operate their accdurase

is enhanced consumer protection as users can deal anithgent without any risk aevealingtheir

PIN (Mazer and Buku 2017his functionality can alsbe valuable fomarginalized populations that
lack mobile devices tdacilitate transactions at agents as all one requires to transact is their

biometric.

1 Robustcredit assessment

In many geographies, the credit reference bureaus are not trusted either due to incomplete,
unreliable, orcomplete lack oinformation. The bureausften usehaphazardmatching techniques

to remove duplicates from their databasdsor example, ifan individuahas taken a loan from Bank
AusingatAg@ )$ AT A AT T OEAO 1T AT mEOI i "ATE " OOEIC A |
data such as a different year of birth), the credit bureau would not be able to detect if it is indeed th

same person wheubsequentlydefaulted on the two loanddowever, the insertion of a robust unique

identifier z such as the digital IR in A AT &edlib portfolios would ensure that the credit bureau

would be ablesuch an individualvho defaulted onloans from two institutions.Thiswould greatly

enhance trust in the credit reference checks.

i Effectivesocial cash transfer programs

In some countries, like Tanzania and Lesotho, the social cash transfer payarentsadein cash,
which entails high risk and is administratively expensive. The presence of a universal digital ID can
enable digital account opening for the beneficiaries of such programs. Digital account opening would

be faster and cheaper especially in reachthe remotely placedOnce accounts have been opened,




AEOAAO OOAT 0&EZAOO AAT AA T AAA ET O OEA AAT AEE/
administrative costs, while also enabling access to formal financial services. Additionally, a digital ID

would provide increased accuracy compared to that which is achievable using a physical identity and

allow FSPs to streamline and automate many processes. For example, digital verification and
automatic capture of identifiers stored in the digital ID would promatccuracy and eliminate

loopholes for manipulation that could result @hostbeneficiaries.

1 Innovativedigital financialofferings

Digital IDs afford financial innovators the ability to deliver etodend digital offerings. According to
the World Ecommmic Forum (2016), the process of identifying customers is one of the critical barriers
to deploying pure digital products. Without digital ID platforms, innovators have had to rely on
pseudadigital channels(e.g., photographing physical ID documentgy on the KYCprocesses of

established FSPs thereby decentralising a critical piece of the product/service offering.

4. THE LANDSCAPE OFINANCIALINCLUSION INMALAWI

Figure2andBox1together offera snapshot of the financial inclusion status in Malawi, ke drivers
and barriers and the regulatory framework pertaining to KYC. For more details please refer to

Annexure 2: More on the landscape of Financial Inclusion in Malawi




Figure 2: Financial inclusion snapshot bfalawi

]
(1Y /2
o o o a Savings & Credit are the biggest drivers of financial
|

o — inclusion but an overwhelming majority
of those that use these products and services access them
fmancmllymcluded
e o o : from informal channels or from family and friends rather
ie. formally and than f I ial id
ﬂ R R trformsall served an formal financial providers.
(FinScope, 2014 &
Findex, 2017)
Lack of required
but Aty documentation
proves to be the second largest
barrier to account ownership as
noted by about a third of those
are formally served. that are 15 years and over.
bout 50/o (Findex, 2017)
(FinScope, 2014 & a
Findex, 2017) of domestic remittances

are sent or received through formal channels,
particularly mobile money. (FinScope, 2014 & Findex, 2017)

Digital financial services are rapidly gaining acceptance in Malawi
° * Mobile money subscription almost doubled between March 2016 and March 2018 (2.4 million to
4.7 million subscribers) but active usage remains low (33% are 90-day active) (RBM, 201¢ & RBM, 2018)

* The number of people that have a mobile money account has grown 5-fold in three years to
cover a fifth of those that are 15 years and over (Findex, 2017)

« Use of digital payments has almost tripled in three years (Findex, 2017)

» Those that have used the internet to pay bills or purchase items online make registered an 8-fold
increase in three years. (Findex. 2017)

FSPs are required to adequately identify and verify customers based on a
variety of identification documents and each FSPs risk assessment

(Money Laundering Proceeds of Serious Crime and the Terrorist Financing Act, 2006 & Money
Laundering, Proceeds of Serious Crime and Terrorist Financing Regulations 2011)

Source(BFA, 2018)
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Box 1: Key regulatory extractsaddressingKYC

According to regulation 4(1)(b) of the Money Laundering, Procee®eobus Crime and Terroris
Financing Regulations 2011, financial institutigkSPs in this documehare required to identify
a Malawian natural person through a national identity card, passpartdrivA Oliognse.Also,

through a statement made byhe Financial Intelligence Authority=(A) in May 2013, unofficia
identification documents are allowed for identification based on a-hbslsed approacho support
-Al AxEGO ££ET AT AEAT ET A1 OOET 1T ACAT AA8 &ib®
acceptable in respect of loweaisk customersin addition Regulation 3(5) authorizesfimancial
ET OOEOOOEIT OI AbPDPI U OEIiI DIl EEEAA AOQOOI i AO
average monthly income does not exceed MWK50,000 (US$G€) other forms of lowisk
AAOACT OEAOG 1T £ AOOOT i Aooh AAT AEEAEAT 1 x1 Ac

According to Section 24(2)(b)(ii) of the Money Laundering Proceeds of Serious Crime ar
Terrorist Financing Act, 2008vhich preceeds ta 2011 Actfinancial institutions are to adequatel
identify and verify the identity of the person including information relating Zdi) the name,
address and occupation of the person, (ii) the national identity card or passport or the appl
official identifying document of the person, and take reasonable measures to establish the s

of wealth and source of property of the person.

6 According to FIA, as reported during the k&holder interview, a gazette notice will be provided in the near
future to update the thresholdse.g., MWK300,000 was proposed as the appropriate threshold that should
replace MWK50,000




5. GAININGINSIGHTS INTASTAKEHOLDERSPERSPECTIVES

Below is an amalgamation of the industwide sentiments gatheed from stakeholder interviews

regarding the state of ID in Malawi and its impact on financial inclusion.

Different financial servicesplayers in Malawi requested varying identification documents as part
of their customer due diligence.For example, othe banks interviewed, one relied on passports,
drivA OliGelses or the NIfor onboarding customers. It also acceptadioter ID or a letter from a
local chief for opening and operating levalue accountswhich are considered low riska contrast
another bank had standard KYC requirements for all its accounts and was promotingéud the
NID as the main ID for KYC purposes. It irgisin NID for new account openings and requesbt

existing customers to update their records by providing their NIDnbar.

Mobile money providers apjgld a tiered KYC approach facross thedifferent mobile money
accounts. Some lowalue accounts id not require any proof of identification, while uppdéimit
accounts requird proof of identification in the form of pagerts, voter ID, driving license, Nkard,
or any other photo ID alongside other requiremestsch as proof ocdnincome source Other FSFE

also accepted employee cards or student cgotisto IDs

According to providers, itwas up to theFSPto make a digretionary decision on what documents
to accept for KYC purposes based on its risk assessmeiithere were no stipulated standard
product tiers and respective acceptable documents for each tier. Each entigived avaiver from

the Reserve Bank of Malawn a need basis.

It wasdifficult to rely on the majority of the identification documents currently accepted for KYC
purposes.FSPs complained of forgeries being a major issue especially with letters from the chief,
drivA Olidelises, and voter IDs. Verification of these documents with the respective issuance bodies
involved a manual and cumbersome process. For examplgjas not assured that an FSO could
receivea quidk response from the road traffic authority abowt docund T Q@utt@nticity. Some
entities tried to resolve this by using an ultraviolet light to trace thel A O Adculity @atures
However while thesephysical security featuresere often sufficient for confirming the authenticity

of the document,one ould not ascertain whetherthe details on the document are those of the
person presenting itPassportsvere less likely to be forgeries, but the passport numbbkanges

upon renewabndonly a minority of customers had one (naturalljhe financiallyexcluded are less

I EEAT U O1 ETTA AT AOI AT OO0 OY#RE FSPOalsA nottia0sorel 00
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provider registries were not linked.

Reliance on multiple forms of identification led to higher nonperforming loans. For examplethe
BankersAssociation of MalawiBAM)reported that thelevel ofbank nonperforming loans stod at
17percentat the time, whichwasmuch higher than the percentthreshold determined byRBM.A
majority of FSPs reported that they had no way to uniquely identify their customers before the NID.
Thismade it possible for customers to open an account and borrow from one institution, only to
default and repeat the @me action in another institution using a different form of identification.
Many FSPs consided credit bureaus and the collateral registry as ineffectiveflecting the
AEATTATCA TE2£ 1710 AARAET ¢ AAT A O AAAOwAénfiiere) AT 11 AC
NID will resolve a lot of challenges in financial services provision, but threaximum benefit will

be realized if NID is universal, mandatory and can facilitate digital verification. All the
stakeholders we spoke tstatedthat identification wasperhaps ndongerthe biggest challenge for
financial inclusion after the NIBard issuance.Stakeholders vieved the NID as a reliable unique
identifier that could be used to identify customers in the financial sector. Howéneastder togain
maximum value, the NlBardhas to be held by theajority if not the entire adult population. Some
stakeholders expressed apprehensions of the NID card not being available tmajuarity of the

target population.

Similarly, it was seen as criticalhat the NID is declared the primary and mandatory identification
document for use in the financial sector. Some FSPs expressed that although they would prefer that
customers use the NIBard, they could not forcehem to, as they would risk turning awayusiness

from those that were not willing to cooperateStakeholders argued thathe RBM should
communicate the mandate and timelines to the entire industry and customer base to drive

acceptance and usage of the NID within the sector.

NID8 O GOebnigieldddntifierwas not enough for many FSPs. These FSPs predehat the NID
enable them also to perform-KYC. Theyishedto be able to verify the authenticity of the presented
identification and even be able to extract certain customer fietdddentifiers required for KYC
digitally. Thiswould bring down their cost of onboarding customers and result in a fast and accurate

KYC data collection and verification process.




A digital ID for use in the financial sector will facilitate financial inclusion fothe previously
excluded. The different stakeholders we spoke teported that they expected tosee different
benefits for financial inclusion emerging from the Nfiarticularly if they could use it forKYC. The

mentioned benefitswere:

1 e-KYC could suport remote account opening and perhaps enable formal savings
mobilisation. Some banks hdorwere planning to roll out agency banking models to expand
reach to the underserved.-KYCwas expected to aid such agents in supporting account
opening outside tle limited branch network. With4<YC, agentsauld reliably identify and
verify customers. ltis also expectedhat the required KYC information fields would
automatically be captured based on the stored NID ddtance reducing the risk of errors
and fraud.

1 e-KYC could promote roll out and take up of digital financial services, which in other
markets have proved to achieve greater scale faster than traditional financial services.
Many of the providers we spoke to plaedto roll out digital productse.g., digital savings
and instant loan products. Others have already rolled out the likes of digital investment and
remittance products, but a majority of their potential customevgere excludedfrom

participatingasthey couldonly fulfil limited or no KYC reagjrements.

9 Less expensive outreach shouldlwer costs to customersFor instance, with the ability to
identify and verify customers digitally, loan applications, evaluations, and authorisation
could also be carried out digitallyhiswould lower the cosbf operations. Such savings can

then be transferredo the customerthrough lower interest rate.

9 Digital identity could facilitate the expansion of credit to an underserved market.The
ability to uniquely identify and verify customers makes it easiettrack their behaviour
despite them having multiple accounts at various institutiombislowers the credit risk and
encourages providers to be less conservative when it comes to lentimsgjs especially so if
industry data is shared witand adequatelycollated bythe Credit Reference BureaCRB.
Furthermore, digital verification would promote disbursement of digital loans to those with

limited physical access.

1 NID is likely to expand the target market for conservative providers beyondformal

employees. Many of the formal providers currently target the urban and formal sector. Most




people in this segment are likely to hold passports and driving licenses compared to the rural
and the informallyemployed populationStakeholders expect that ultimatelyhe NIDwill be
universally heldrrespective of social status or location, including the underseririt the

potential market for FSPs.

Proof as to asource of incomewas still a major barrier for serving the informal market, which

made up the majority of the underserved market.According to section 24(2)(b)(ii) of the Money
Laundering Proceeds of Serious Crime and Terrorist Financing Act, 2006, financial institutions are to

take reasonable measures to establish the source of wealth and source pfdperty of a customer.
SomeFSPsaidthat this was a key barrigo financial inclusion as those in the informal sector found

it difficult to prove their source of incomdn contrast toproof of identity, there is no explicit
authorization of a tiered apmachand OEA 1T Ax Al 11 xO0 &£ O Al OAOT AGEOA
address. The same flexibility does not apply for proof of source of income. As a result, some FSPs,

such as banks, take a conservative approach and request for proof of source of incorie to a
customers including those who are informally employed. They are unwilling to take the risk of being

found liable incase their risk assessment is deemed unreliable after the fact.

National Registration Bureau (NRB) is cautious about offering direct iniegration with their
database in the shortterm. By the time of this study, th&lIDroll outhad just concludedHandover

to the NRB from the UNDevelopmentProgramme (UNDPJ}echnical teamthat facilitated the roll

out was still in motion and systems were still being monitorBitect integration of FSPs with the
NID databaseavasnot a priority forNRBbut it plannedto have the databaseerveFSPs in the future.
Meanwhile the NRB team expressed thawviaspreparedto support any entity that would like to use
the offline verification functionality. This functionality is based on matching credentials to those

stored on the card using a biometric card rea{f¢RBwasalready supporting on&SHin this regard)

Many stakeholders think the current NID can be use@ds an ATM card.Although there were

industry discussions with NRB to explore the possibility of using the NID card as an ATM card,

2ACOI AGETT 1Tjxqj Aq OAAAO OEEres &né pla bumbdrs, ok A Adalled O ET Al
AAOAOCEDPOEITT 1T &£ OEA 11 AAOCETT 1TAITAA ET -Al AxE xEAOA OE
that do not have street names and to avoid excluding such people from the formal financial system, al&rnativ

address verification measures may be used. For example, a person could describe the location or draw a map

of where they stay.




stakeholders did not reach a timely consensus. Hence NRB went ahihdsauance of the card
without incorporating the ATM functionality. At this stagdowever,it would be very difficult to
incorporate ths functionality, as the cards would have to be recalled to be updated. Further,
incorporation of the ATM functionaltin the NID card would requiextensivecoordination between

all the financial sector players and the NRB. They would also have to handle logistic issues and more
importantly coordinate around including encryption keys of ed€B8Pseeking to use the ATM

functionality. Common encryption would pose different kinds of risks.

6. CURRENTSTATUS OF THINATIONAL IDENTITYSCHEME

Malawi passed the National Registration Act (NRA) (No.13 of 2010) which mandates the National
Registration Bureau to implement, coordinateianage, and maintain the National Registration and
Identification System (NRIS). The act came into effect in 2015 and the registration and issuance of
NID cards commenced in 2017.iFéxercise was a collaboration between thevernmentof Malawi

and devdopment partners led by the UNQ®hich provided the core implementation team. By the
time of the stakeholder interviews conducted for this study in July 2018, approximately 9.2 million
Malawiansaged 16 years and ovewere registered(over 98 percent of adultgnd 8.6 million NID

cards hadeen issuedcovering more than 93 percent of registered adults)

The Malawi NID caris depictedin Figure3 below. On the surface, it contains the names, gender,
date of birth, unique ID number, nationality, fingerprint image, facial image, signature image, the
date of issuanceand expiry date. It also contains a QR code and a maetd@adablezone which
contain the same text details displayed on the face of the card. Both are not encrypted and so the
information can be read and extracted from them using respective scanners. The Malawi NID card

gualifies as a digital ID because of these features

Additionally, the Malawi NID card has a machireadablechip. Thismakes it a smart 4D, which is

a more robust digital ID. The chip has greater capa@tyardingthe format and size of data it can
contain. In addition to the text details displayed time face of the card, the chip also holds two
fingerprints captured duringenrolment and the digital photo. The chip alstan hold additional
information for other use cases. A card reader is required for reading and extracting the data from

the chip butdecryption keys are required.




Figure 3: Sample of Malawi NID card

Republic of Malawi aRx 2
- Chiphaso cha Nzika / Citizen Identification ey
Dzina la Bambo/ Surname L
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Dzina, Maina Ena/ Name, Other Names
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-~ Sex Date of Birth
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Nambala ya Chiphaso/ Dziko Lobadwira/
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SourcePresentation for ID4[Malik 2018)

In addition to the chip, other physical security features to prevent forgery include optceble ink,
direct tone guilloche, duplex security printing, mietext, invisible fluorescent ink, and direct
rainbow printing. Some of these features can be verified with the naked eye while others are visible

under an ultraviolet light.

7. FEASIBILITY & ADIGITALID SOLUTION FOR THIEINANCIALSECTOR

Leveraging the NID to serve as a digital financial ID in Malawi is feagsildethe following:

The NID has the necessary features and coveradggeing a smartdigital ID, the Malawi NID follows
International Civil Aviation OrganizationICAQ standards, International Organization for
Standardization(ISO) (7816)and has the necessary-built features that make up a digital ID. Téee
standards make the smart cards secure and highly compatible with various redderseaturesan

be leveraged to provide electronic identification and authentication and also automate the KYC data
collection process! AAE QOE T 1 Adar ubiversal avesadeCof the target population makes it a
suitable candidate for use in the financial sector. There is no apparent need for having a sgparate

digital financial ID.




Plans are underway to mandate the NID as the primary and mandatory instrument for custome
identification. Universal use of the NID as the one unique identifier in the financial sexttoar than
multiple forms ofID will promote clean and integrated customer datehich was the main identity
related industry pitfall. Malavd O C 1 O Aa3tonsilfldritdthe selection oNID as a primary ID for

KYC purposes in the financial sector at the time of theonntry visit for ths project.

e-KYC which is achievable through a digital ID solution, is considered vital by financial sector
players. RBMthe Bankers Association of Malawi (BAM), and other financial sector stakeholders held
a digital ID/ eKYC workshop in May 2018 to discuss how to estalalilY C Theworkshopyielded

the proposal to mandate NID as the primary and mandatory instrument dstamer identification.

Next steps were tde decidedduring the next Governor and CEOs Fofuifihe NRB is building an
application programming interfacéAPto allow authorized institutionssuch as FSR#& accesghe

NRIS database to authenticate IDars. The initial plan is to provideyas/ noresponse dependent

on 100percentmatch of ID number and demographic credentials. They confirmed that in future they
might open the system for biometric authentication and provision of specific identifyinglieince

security concernare dealtwith and the system and program have stabilized.

There is some private sector willingness to invest in the necessary digital ID card readers that
could facilitate the e-KYC processBanks are willing to invest in cargaders to facilitate easier,
faster, and cheaper ehoarding of customers by using the NID card in anlio# mannerandsome

have already set outraimplementationplan. Howeverthere are FSPs that appear to hmwilling to
invest in card readeriting a lack of cleasusiness case, while others did not value tHE¥C process

as they felt physical verification by verifying the security features was sufficient for the level of risk

inherent in their operations.

4 EA . matBhdo®cardfunctionality is the most promising feature for eKYCin the near future.
Robust (phone and or internet) connectivity is a major challenge that will impact the choice behind
the most appropriate digital ID solution for the industét least 24 NIDenrolmentcentresare rot
connectedto the central database due technicalchallengesin addition FSB considered theost

of the internet as a major barrier to digital solutions. These conditions imply that the digital 1D

8 A periodic meeting between the central bank governor and CEOs of various FSPs to discuss

pertinent issues in the industry.




solution suitable for the Malawi financial sector will have to rely on offline alternatives to avoid
exclusion of some consumer segmentis.the short to medium-term, the match on cardnodel will

be better suited compared to the online database verifioatmodel. The NRBas expressed that it

is comfortable supporting thenatch on cardapproach See more details undéRecommended Next

Steps and ConsideratioasBox 2 below also gives a snapshot of how match on card works.

Box 2.How match on cardbiometric verification works

Match of card biometric verification involvedirect mutual authentication between the relyini
party and thecard owner No third party such as a central ID provider is required to perform
authentication process.

TE A - A1-ID safddvuld Aitilise two factors of authenticatiopossession of the-tD (the NID
AAOAQ AT A OEA AET I AOOE Acaptded tindefplinds OTREeC oA tDe N
card includes a match on card applet that stores the template of two labdihegbrprints, the

digital photograph other personal data and the relevant encryption keys to enable authentica
The relying partyrequires a card reader with a fingerprint scanner and the necessary softwal
the physical communication with the-B card. The user/ card holder would be required
authorise the authentication process by placing his/ her live finger on the cardereiml
comparisoragainst the template stored in the card to verify that he or she is the owner of the |

In addition to overcoming connectivity challenges related to cost and poor network, match on
authentication avoids reliance oncgntral third-party authenticatoras previously mentionedhe

advantages of not having a centilird-party authenticator include: avoiding the risk of a centt
security hotspot, relying party can define availability of its own service without needing a se
level agreement with a third party. However, a connection to the central background platform

be requiredfrom time to time on a temporary bast® obtain, for examplenew certificates and
current revocation liste.g for the cards reported as lost.

Sourcesfederal Office for Information Security 20aiid Malik 2018

Similar initiatives of using eKYChave been successfusuchas) T AEA8O ) $ OUOOAT .
Aadhaar), a foundational ID that has been leveraged by the financial sector in IndiBox 2offers

a detailedlook athow Aadhaad dyital capabilities are leveraged by the financial sector




Box 3. How FSPs in India leverage the Aadhaar digital ID scheme

In 2009, the Indian government foundéde Unique Identification Authority of India (UIDAA)ith
amandatetoD OT OEAA A O1 ENOA EAAT OE Pridr tc@D09India Alie Aot
have a dundational national IBystem,resulting in usage of gariety of functional IDghat only
covered about half of the population and were rife with forgeries. They included vogeirdion
cards (used for obtaining subsidised foadPermanent Account Numbers (PANsed for tax
purposes, and passports. UIDAstarted issting the first set of 12-digit unique identification
numbersin 2010.The unique ID is branded as Aadhaar

Aadhaar was built on an open platform thallowsexternal parties to build connected servic
through itsApplicationProgrammingInterface (API)Some of the connected services hdedped
further financial inclusion in India. For example, according to GSMA, the Aaekaanled eKYC
platform has significantly reduced the cost of FSP customer acquisitioretiycingthe cost of
KYC processes bymbst 90percentfrom INR40 (US$0.60) per customer to INR5 (US$0.07)
customer(GSMA, 2016)The Aadhaar enabled-KYC is a paperless KYC process that verifit
OOAOAOEAAOS8O EAAT OEOU AT A A Adad QudbebOdbdbiomeirid
of the subscriber are submitted online to the Central Identities Data Depository (ChixRpged
by UIDAI, for verification againstoreddata. With authorization from the subscriber, the servic
provides FSPs with the follving details instantly and electronicallpame, address,date of birth,
gender, photograph andcontact details of the subscribgiindiastack.org n.d.)The Aadhaar
enabled eKYC is currently being used by more than a hundrawks, telecom providers and othe
financial service providers in India.

Additionally, an Aadhaar number provides the basis for the Aadhaar Enabled Payment Sy
(AEPS). AEPS is designed to make electronic payments easy, convenient, and accessiAd! t
a payer requires is his Aadhaar number and fingerprint to authenticate his identity and authc
cashout or a merchanpaymenttransactionthrough a fingerprint reader. Also, some payme
applications allow linkage of the Aadhaar number to bankcamts (National Payments
Corporation of India 2017)

8. RECOMMENDEMNEXTSTEPS ANDCONSIDERATIONS

Although about twethirds of Malawd @dpulation lacks access to formal financial services, the fact
that a robust NIDwas issed to most aduls during 201718 has established soundfoundation for
rapid financial deepening in the country. The new NID hagthtentialto enable easier access to not
just payments but also savings, credit, insurance, and investment products émtarginalized

sections of the populatiom phased approach is recommended in order to achieve this




Phase |

1 RBMshould mandate that the NID be the primary ID used for all financial accountée.g.
bank accounts, mobile money accounts, insurance eRepulations should include a
standard operating procedurefor how the ID card is to be used by the providerdhese
should addressisage ofphysical security features of the card, the machimadablezone,
the QR code, and ofine and online biometric/demographic methods of authentication for
customer due diligence. As investment in physical infrastructure (digmetric readers
etc.) is required for deploying both efine and online biometric authentication, RBM should
allow both physicaVerificaionswell as electronic verification of NID as a good enough KYC
for CDD purposefor the meartime.

f Review the current KYC regulationgshat AT 0T OANOEOA OEA &300 O A
£01 A0G6 AAAE OA OEA TiTshéqairengent caf beCelyAulfilkdby th®1 O 8
formal sector workforce but it ia majorbarrier to the opening of accounts for theajority
of the population in Malawi, who work in theformal sector. Regulations should be modified
to clearly state that no income proof/source fifnds should be asked for accounts with
balances up t@ certain limit as is to be determined through an industry consultative process.
For example, the amount could be determined based on the income per capita, which is
approximately MWK20,000 (8%27)per month (IMF 2017)The current regulation 3(5) of
Money Laundering, Proceeds of Serious Crime and Terrorist Financing Regulations 2011
stipulates income levels limits, which is difficult to verify for informal workers.

1 Reguations to standardize the account opening form for basic accountdt should be a
simple onepage form with basic demographic detailShis would ensure that the FSPs do
not have complicated application requirements that can be intimidating for-loaome
customers. ldeally, theequireddetails should nogo beyondthose available on the face of
the NID card. This small but criticstepwould also help in reducing fielével barriers to the
accountopenings. For example standard application forms used across all the banks in
India for opening a Pradhan Mantri Jan Dhan Yojana (PMJDY) account, which is a low
transaction value account that is part of the National Mission for Financial Inclusion

(Department of Financial Servicasd.), shown in Annexure 3.

Phase Il

1 Regulations mandating all regulated entities to linkevery existing financial account with an

NID by a prescribed dateThis regulation should include not just the liability side for the banks




but also the assetide €redit facilitiesgiven to natural persons). RBM should monitor the progress
of linking the NID. To improve customer experient® linking of NID should be enabled through
multiple channelse.g., ATMs,internet banking mobile banking etc.

1 Simultaneously, credit bureau regulations should be modified to include NID as the primary
identifier to prevent duplication and speedcredit reference checksThe aedit bureau should
not accept any data from any reporting entity if it does not include the B4 reference point

after a particular date.

Phase llI

1 RBM should issue regulations for &YC to be conducted using offline biometric verification
(match on card. To smooth implementationRBM should issue standard operating procedures
for leveraging tle match on card functionality of the NID card. This approach is recommended in
view of the current network connectivity constraints and investment required. Care should be
taken that the industry players use biometric devices that offer both offline aritherbiometric

verification functionality to accommodate phase IV without incurring additional investment.

Phase IV
1 As the NRB stabilizes the online verification facility over the medium term (R years)
RBM should issue regulations for electronic KYC to be conducted usingline biometric
verification (integration with NRB database).Similar to phase Ill, implementation of an-on
line biometric verification ecosystem at FSPs requires devices, networkemtivity and
standard operating procedures for online verification. It is expected that over time network
connectivity will improve in Malawi due to a number of initiatives by the government and

private sector.

The suggested time frame for the first thrgdhases iswo-to-three years by whichime all financial
accounts could be linked to the NlBnabing Malawians to access financial services with ease by
fulfilling the KYC requirements digitally.o achieving this, the financial sector stakeholders slibu

work closely with the NID authorities to understand) $tettical aspects.
The NRB needs to issue a roadmap that shoutcbmprisethe following at a minimum:

i) Lay down guideliness to how the NID card caibe usedin off-line mode for either
physicalor digital verification encompassinghe security features on the face of the

card, the QR codenachine readable zonetc.




Issue guidelines and provide technical guidance on online biometric verification by way
of publishing APlsetc.

Issue biometric ad QR code device standards for procurement by FSPs.

Standardize thememorandum of understandingr agreements to be signed by FSPs for
accessing the NID system.

Develop customer consent framewaslkand detailed guidelines on data sharing.

Issue a pricingdgdicy for the usage of NID by FSi®s online verification

9. RECOMMENDATIONS ONMPLEMENTING ADIGITALFINANCIALID PILOT

Based on the findings from Malawi, we recommend the pilagjectoutlined in tablel to fosterthe

useof digital identity in the finacial sectoas a mean$o promote greaterinclusion:

Table 1Designing a digital financial ID pilot project

Proposed Pilot Details

Nature

9 FMT partners with National Bank of Malawi (NBM) to roll out remote
account opening facilitated by offline-KYCmethod; i.e., using card
readers to verify and extract KYC information from the NHdd The pilot
should track:

a. The cost of account opening before roll out of the offlin&¥C
verification model

b. The costs of account opening after implementation of thifline e-
KYC verification model and document any other benefits noted dur
the pilot period

c. Endto-end process maghe asis paper based KYC process and the

proposedmatch on carce-KYC process

Objective

1 Generate lessons for the broader financiahsees industry in Malawi
around the value of &KYC

1 Generate lessons for th®outhern African Development Community
(SADQ region around whether the financial industry can gain by

leveraging a smart electronic NID





































